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I. PURPOSE 

To ensure that all state and federal privacy and confidentiality laws are followed with respect to New 

Century Health and its clients’ confidential and proprietary information, and that the information is 

protected and safeguarded. 

II. SCOPE 

This policy applies to all employees, committee members, board members, temporary staff, 

consultants (including independent contractors, vendors, and auditors) and other individuals and 

companies employed by or doing business with New Century Health and having access to 

confidential and/or proprietary information regarding New Century Health or its clients. 

III. DEFINITIONS 

Business Associate Agreement: a contract between a company and its vendors or subcontractors 

who will use protected health information (PHI), as defined by the Health Insurance Portability and 

Accountability Act (HIPAA), for administrative research, pricing, billing, quality-assurance, or other 

purposes specified by New Century Health and permitted by HIPAA. 

Non-Disclosure Agreement: a legal contract that outlines confidential material, knowledge, or 

information that New Century Health and a third party wish to share only with one another for certain 

purposes. By signing the Non-Disclosure Agreement, the parties agree not to disclose the information 

covered by the agreement to any other person or entity. 
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Non-Employee: Inclusive term referring to contractors, consultants, temporary staff and/or agency 

staff that are contracted by New Century Health for service but are not employees of New Century 

Health.  

IV. ROLES & RESPONSIBILITIES 

Human Resources, IT Team, Data Protection Officer, Security Officer, legal, Compliance Officer, and 

IT Risk and Security Committee are responsible for ensuring the activities outlined within this 

document are followed. 

V. POLICY 

A. A signed Business Associate Agreement (BAA) and/or a signed Non-Disclosure Agreement 

(NDA), including a statement explaining responsibilities to preserve confidentiality, is required of 

all committee members, and board members, as well as vendors, consultants, independent 

contractors and other individuals or entities designated by New Century Health. The type(s) of 

Agreement(s) to be signed by each such person or entity will be determined by New Century 

Health based upon the nature of the information to which such person or entity will have access 

and the purposes for which such access is granted. 

B. Non-employees will complete the same compliance training required by all New Century Health 

full or part time employees. This training includes: General Compliance; Fraud, Waste, and 

Abuse; HIPAA Basics; HIPAA Privacy and Security; Emergency Management; and anti-

discrimination courses. 

C. If access to PHI is provided to third parties, the Compliance Officer must be consulted in 

connection with the need for execution of a Business Associate Agreement. 

D. The organization shall formally appoint a qualified data protection officer / privacy officer, 

reporting to senior management, and who is directly and fully responsible for the privacy of 

covered information. HITRUST Baseline ID# 1901.06d1Organizational.1 

E. When required, consent must be obtained before any PII (e.g., about a client/customer) is 

emailed, faxed, or communicated by telephone conversation, or otherwise disclosed to parties 

external to the organization. HITRUST Baseline ID# 1902.06d1Organizational.2 

F. NCH shall ensure PHI is safeguarded for a period of 50 years following the death of the 

individual. HITRUST Baseline ID# 1905.06c1Organizational.6 

G. NCH shall document compliance with the notice requirements by retaining copies of the notices 

issued by the organization for a period of six years and, if applicable, any written 

acknowledgements of receipt of the notice or documentation of good faith efforts to obtain such 

written acknowledgement. HITRUST Baseline ID# 1906.06c1Organizational.2 

H. NCH shall document restrictions in writing and formally maintains such writing, or an electronic 

copy of such writing, as an organizational record for a period of six years. HITRUST Baseline ID# 

1907.06c1Organizational.3 

I. NCH shall document and maintain records (PII) that are subject to access by individuals and the 

titles of the persons or office responsible for receiving and processing requests for access by 

individuals as organizational records for a period of six (6) years. HITRUST Baseline ID# 

1908.06.c1Organizational.4 
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J. NCH shall document and maintain accountings of disclosure as organizational records for a 

period of six years, including the information required for disclosure, the written accounting 

provided to the individual, and the titles of the persons or offices responsible for receiving and 

processing requests for an accounting. HITRUST Baseline ID# 1909.06c1Organizational.5 

K. Records with sensitive personal information must be protected during transfer to organizations 

lawfully collecting such information. HITRUST Baseline ID# 1911.06d1Organizational.13 

L. The public shall have access to public information about the organization's security and privacy 

activities and shall be able to communicate with its senior security official and senior privacy 

official. HITRUST Baseline ID# 19134.05j1Organizational.5 

M. NCH’s formal policies and procedures, other critical records and disclosures of individuals' 

protected health information made must be retained for a minimum of six years; and, for 

electronic health records, the organization retains records of disclosures to carry out treatment, 

payment and health care operations for a must be retained for a minimum of three years. 

HITRUST Baseline ID# 19140.06c1Organizational.1 

VI. PROCEDURE 

A. Third-Party Disclosures 

1. Whenever New Century Health determines that communications with third parties necessitate 

the release or disclosure (collectively, “disclosure”) of confidential, sensitive, or proprietary 

information related to or in the possession of New Century Health, a standard New Century 

Health NDA must be signed by the third party. 

2. The disclosure of any such information must be approved in advance at the VP level or 

above and must be limited to the topics directly related to the involved project or business 

relationship. If the disclosure may include PHI, the Compliance Officer must be consulted 

regarding the need for a BAA. Compliance and Legal must approve all BAAs prior to 

signature. Original signed BAAs must be sent to contracts@evolenthealth.com 

3. In some instances, before discussions can be commenced, third parties may require that 

employees at New Century Health sign the third party’s NDA. Third-party NDAs must be 

forwarded to Legal for review. Upon approval from legal counsel, authority to execute the 

NDA on behalf of New Century Health is MD level and above. Original signed NDAs must be 

sent to contracts@evolenthealth.com. 

4. When applicable, the Security and Privacy Officers will ensure PII is protected for a period of 

50 years following the death of the individual. HITRUST Baseline ID# 

1905.06c1Organizational.6 

B. Third-Party Access to Information 

1. Before third-party users are permitted to reach New Century Health’s internal systems 

through real-time computer connections, an executed NDA and specific written approval from 

HR, IT and the Compliance Officer must be obtained. These third parties include information 

providers such as outsourcing organizations, business partners, contractors, and consultants 

working on special projects. To the extent possible, information access should be limited in 

time and scope solely to information needed to complete the work specified by New Century 

Health. 

2. Third-party information system vendors must be given only in-bound connection privileges 

when the applicable Sr. Director IT, ISO or above determines that they have a legitimate 

business need. These privileges must be enabled only for the time period required to 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 4 

accomplish previously-defined and approved tasks. All third-party vendor access must be 

approved by the Sr. Director IT, ISO or above. 

3. All third parties permitted to use New Century Health systems must be aware of the privacy 

and security requirements pertaining to PHI as set forth in HIPAA. The Compliance Officer 

must be consulted regarding the need for a BAA. 

4. As a condition of gaining access to the New Century Health computer network, every third 

party must secure its own connected systems in a manner consistent with New Century 

Health system requirements. New Century Health must reserve the right to audit at its 

discretion and without prior notice the security measures in effect on third party-connected 

systems. New Century Health also must reserve the right to immediately terminate network 

connections with all third-party systems not meeting such requirements. 

C. Administration 

1. For employees: Confidentiality Agreements are signed at the time of hire and revised as 

necessary by Human Resources. 

2. For third parties: BAAs and/or NDAs, as appropriate, are executed prior to the disclosure of 

confidential, sensitive, or proprietary information, including PHI, and are revised, as 

necessary. 

3. Signed original copies of NDAs and BAAs are retained in the Finance Department. 

a. Compliance notices are retained for a period of six years and, if applicable, any written 

acknowledgements of receipt of the notice or documentation of good faith efforts to 

obtain such written acknowledgement. HITRUST Baseline ID# 

1906.06c1Organizational.2 

b. Restrictions received in writing, or an electronic copy of such writing is retained  for a 

period of six years. HITRUST Baseline ID# 1907.06c1Organizational.3 

c. Records (PII) that are subject to access by individuals and the titles of the persons or 

office responsible for receiving and processing requests for access by individuals as 

organizational records are retained for a period of six (6) years. HITRUST Baseline ID# 

1908.06.c1Organizational.4 

d. Accountings of disclosures, including the written accounting provided to the individual, 

and the titles of the persons or offices responsible for receiving and processing requests 

for an accounting for a period of six (6) years. HITRUST Baseline ID# 

1909.06c1Organizational.5 

e. Records with sensitive personal information are transferred to organizations lawfully 

collecting such information as outlined in the NCH Retention Policy & Procedures. 

HITRUST Baseline ID# 1911.06d1Organizational.13  

f. Formal policies and procedures, other critical records and disclosures of individuals' 

protected health information made are retained for a minimum of six years. HITRUST 

Baseline ID# 19140.06c1Organizational.1 

g. Electronic health records are records of disclosures to carry out treatment, payment and 

health care operations are retained for a minimum of three years. HITRUST Baseline ID# 

19140.06c1Organizational.1 

4. All protected health information (PHI) that is transmitted by facsimile must include a fax 

coversheet with the following confidentiality statement: 

“Confidentiality Notice: This facsimile transmission contains confidential information, some or 

all of which may be protected health information (PHI) as defined by the federal Health 

Insurance Portability & Accountability Act (HIPAA) Privacy Rule. This transmission is 

intended for the exclusive use of the individual or entity to whom it is addressed and may 

contain information that is proprietary, privileged, confidential and/or exempt from disclosure 
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under applicable law. If you are not the intended recipient (or an employee or agent 

responsible for delivering this facsimile transmission to the intended recipient), you are 

hereby notified that any disclosure, dissemination, use, distribution or copying of this 

information is strictly prohibited. If you have received this communication in error, please 

notify the sender at New Century Health (888) 999-7713 to arrange the return or destruction 

of the information and all copies.” 

Employee who transmits PHI by facsimile should take reasonable precautions to either alert 

the intended recipient regarding the transmission or confirm the appropriate destination prior 

to sending the facsimile. 

a. Faxing of protected documentation (e.g., PII) can only be done if consent to fax is 

obtained and approved in advanced at the VP level or above. HITRUST Baseline ID# 

1902.06d1Organizational.2 

D. Data Protection Officer / Privacy Officer 

The Legal Team, with recommendation from the IT Risk and Security Committee, appoints 

the Data Protection Officer / Privacy Officer. The individual(s) appointed to this position are 

required to have the skills required for the position.  HITRUST Baseline ID# 

1903.06d1Organizational.3456711 

E. Privacy Contact Information 

NCH / Evolent Health provides contact information via the website: 

https://www.evolenthealth.com/privacy-policy. The legal team in conjunction with the 

marketing team is responsible for ensuring this information is review at least annually and 

updated as required. 

Privacy Officer, Legal 

Evolent Health LLC 

800 N. Glebe Road 

Suite 500 

Arlington, Virginia 22203 

HITRUST Baseline ID# 19134.05j1Organizational.5 

VII. APPROVAL AUTHORITY 

A. Review – Compliance Department 

B. Final Approval – Compliance Committee 

VIII. ATTACHMENTS 

A. Attachment A: Employee Confidentiality Agreement 

B. Attachment B: Business Associate Agreement (BAA) 

C. Attachment C: Mutual Nondisclosure Agreement (Mutual NDA) 

D. Attachment D: Unilateral Nondisclosure Agreement (Unilateral NDA) 

E. Attachment E: Board of Directors Protected Health Information Acknowledgement Form 

F. Attachment F: Advisory Board Protected Health Information Acknowledgement Form 

G. Attachment G: Texas Addendum 

H. Attachment H: Virginia Addendum 

https://www.evolenthealth.com/privacy-policy
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IX. REFERENCES 

A. None 

X. DISTRIBUTION 

Distribute this procedure to all workforce members (associates, contractors, consultants, third-party 
vendors) who perform the processes outlined within this document.  

XI. EXCEPTION MANAGEMENT 

Exceptions to this policy and/or  procedure must be requested in writing to the IT Risk & Security Committee. 
The exception request will be evaluated in accordance with NCH’s requirement for securing organizational 
and customer data 

XII. ENFORCEMENT 

Any workforce member found to have violated any portion of this document may be subject to disciplinary 
action, up to and including termination. 

XIII. HITRUST REQUIREMENTS MAPPING 

 

Domain Baseline ID Requirement Statement Policy & Procedure 
Mapping 

Domain 19 1901.06d1Organizational.1 The organization has formally appointed 
a qualified data protection officer, 
reporting to senior management, and 
who is directly and fully responsible for 
the privacy of covered information. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 

Domain 19 1902.06d1Organizational.2 When required, consent is obtained 
before any PII (e.g., about a 
client/customer) is emailed, faxed, or 
communicated by telephone 
conversation, or otherwise disclosed 
to parties external to the organization. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 

Domain 19 1905.06c1Organizational.6 The organization ensures PHI is 
safeguarded for a period of 50 years 
following the death of the individual. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 
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Domain Baseline ID Requirement Statement Policy & Procedure 
Mapping 

Domain 19 1906.06c1Organizational.2 The organization documents 
compliance with the notice 
requirements by retaining copies of the 
notices issued by the organization for a 
period of six years and, if applicable, 
any written acknowledgements of 
receipt of the notice or documentation 
of good faith efforts to obtain such 
written acknowledgement. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 

Domain 19 1907.06c1Organizational.3 The organization documents restrictions 
in writing and formally maintains such 
writing, or an electronic copy of such 
writing, as an organizational record for a 
period of six years. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 

Domain 19 1908.06.c1Organizational.4 The organization documents and 
maintains records (PII) that are subject 
to access by individuals and the titles of 
the persons or office responsible for 
receiving and processing requests for 
access by individuals as organizational 
records for a period of six (6) years. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 

Domain 19 1909.06c1Organizational.5 The organization documents and 
maintains accountings of disclosure as 
organizational records for a period of six 
years, including the information required 
for disclosure, the written accounting 
provided to the individual, and the titles 
of the persons or offices responsible for 
receiving and processing requests for 
an accounting. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 

Domain 19 1911.06d1Organizational.13 Records with sensitive personal 
information are protected during 
transfer to organizations lawfully 
collecting such information. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 

Domain 19 19134.05j1Organizational.5 The public has access to information 
about the organization's security and 
privacy activities and is able to 
communicate with its senior security 
official and senior privacy official. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 
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Domain Baseline ID Requirement Statement Policy & Procedure 
Mapping 

Domain 19 19140.06c1Organizational.1 The organization's formal policies and 
procedures, other critical records and 
disclosures of individuals' protected 
health information made are retained for 
a minimum of six years; and, for 
electronic health records, the 
organization retains records of 
disclosures to carry out treatment, 
payment and health care operations for 
a minimum of three years. 

Policy: Page Number X, 
Bullet X 
************************** 

Procedure: Page 
Number X, Bullet X 
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Attachment A: Employee Confidentiality Agreement 
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Attachment B: Business Associate Agreement (BAA) 

 

 

 

 

 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 13 

 

 

 

 

 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 14 

 

 

 

 

 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 15 

 

 

 

 

 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 16 

 

 

 

 

 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 17 

 

 

 

 

 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 18 

 

 

 

 

 

 



PROPRIETARY AND CONFIDENTIAL   

CM_1007 Confidentiality Policy_11182021                                                      
© 2021 New Century Health                                                                 19 

Attachment C: Mutual Nondisclosure Agreement (Mutual NDA) 
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Attachment D: Unilateral Nondisclosure Agreement (Unilateral NDA) 
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Attachment E: Board of Directors Protected Health Information Acknowledgement Form 
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Attachment F: Advisory Board Protected Health Information Acknowledgement Form 
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Attachment G: Texas Addendum 

STATE/FEDERAL REQUIREMENTS: TAC 19.173 (a)(b), TIC 4201.207 (a-b TIC 4201.554,  TIC 4201.555 (a-c), TIC 4201.556 
(a-b), TIC 4201.55, TIC 4201.558 
 

 
VI. POLICY 

 

This policy applies to all employees, committee members, board members, temporary staff, 
independent contractors, vendors, auditors and other individuals and companies doing business 
with and having access to such information. 

New Century Health expressly prohibits unauthorized or indiscriminate access, use, modification 
or disclosure of Confidential Information because these actions could cause harm to New Century 
Health, its clients, members, or providers. Any such action will subject an employee or 
independent contractor to disciplinary action, up to and including immediate dismissal. 
Additionally, these acts may also be a violation of federal, state, or local laws, possibly subjecting an 
employee/professional contractor and New Century Health to civil and/or criminal liability. 

Examples of Confidential Information protected by this policy include, but are not limited to, any 
and all information pertaining to: 

• Patient data (including but not limited to health and medical data, personal information, demographic 
data, and financial data); 

• Provider data 
• Processes, protocols, pricing methodologies and strategies, 

• Software, systems, codes, applications, networks and data structures; 
• Product development and test results, patents pending, research data and algorithms, scientific data, 

formulae and prototypes; 
• Pending projects and proposals, marketing plans and lists, and surveys, sales tactics; 
• Unpublished financial information, profitability information, forms, transaction documents, budgets; 
• Client lists, identities, and agreements; 
• Human Resources information and compensation rates. 

 
Patient specific information obtained during the process of utilization review will be: 

• Kept confidential in accordance with applicable federal and state laws 
• Used for purposes of utilization review and quality assurance 
• Shared only with those agencies that have the authority to receive such information 

• Summary data shall not be considered confidential if it does not provide sufficient information to allow 
for identification of individual patient 
 

In dealing with New Century Health’s Confidential Information, these principles shall be followed: 
a. New Century Health will not disclose or publish individual medical records, personal information, 

or other confidential information about a patient obtained in the performance of utilization 
review without the prior written consent of the patient or as otherwise required by law. Personal 
information shall include at a minimum, name, address, phone number, social security number, 
and financial information. If such authorization is submitted by anyone other than the individual 
who is the subject of the personal or confidential information requested, such authorization must: 

i. be dated; and 
ii. contain the signature of the individual who is the subject of the personal or confidential 

information requested. The signature must have been obtained one year or less prior to 
the date the disclosure is sought, or the authorization is invalid. [TAC 19.173 (b)] 

b. Health Information – Use of medical records and other information received from New Century 
Health’s clients and/or their providers or members is permitted for business purposes only. New 
Century Health may provide confidential information to a third party under contract or affiliated 
with New Century Health for the sole purpose of performing or assisting with utilization review. 
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Information provided to third parties shall remain confidential TAC 19.173 (b) Data 
confidentiality and integrity shall be safeguarded at all times including instances when health 
information is transmitted through electronic communications systems. In the absence of 
encryption software, all such data must be faxed by secure transmission. All of New Century 
Health’s privacy and security polices shall be adhered to when handling these data. 

c. Access to recorded information - If an individual submits a written request for access to recorded 
personal information about the individual, New Century Health shall within 10 business days 
from the date such request is received: [TIC 4201.555 (a-c)] 

i. inform the individual submitting the request of the nature and substance of the recorded 
personal information in writing; and 

ii. permit the individual to see and copy, in person, the recorded personal information 
pertaining to the individual or to obtain a copy of the recorded personal information by 
mail, at the discretion of the individual, unless the recorded personal information is in 
coded form, in which case an accurate translation in plain language shall be provided in 
writing. 

iii. not charge more than ten cents per page and not include any costs that are otherwise 
recouped as part of the charge for utilization review. TAC 19.1713 (a)(4) 

d. Unless precluded or modified by contract, New Century Health shall reimburse a health care 
provider for the reasonable costs of providing medical information in writing, including the costs 
of copying and transmitting requested patient records or other documents. A health care 
provider's charges for providing medical information to a utilization review agent may not: 

i. exceed the cost of copying records regarding a workers' compensation claim as set by 
rules adopted by the commissioner of workers' compensation; or 

ii. include any costs otherwise recouped as part of the charges for health care. (TIC 
4201.207 (a-b)) 

e. Provider Data – Any provider data shall be protected and maintained as confidential. Its 
confidentiality and integrity shall be safeguarded. When provider information is transmitted 
through electronic means it shall be encrypted for e-mail or sent through a secure facsimile. New 
Century Health will not publish data that identifies a particular physician or health care provider, 
including any quality review studies or performance tracking data without prior written notice to 
the involved health care provider. This prohibition does not apply to internal systems or reports 
used by New Century Health. TIC 421.556(a)(b), TIC 4201.557 

f. “Need-to-Know” – Any Confidential Information may be discussed with others only on a need-to-
know basis. This information must not be used by you for personal purposes or be disclosed to 
anyone outside the Company, whether directly or indirectly, including family members except as 
is strictly required by your employment. This obligation exists both during and after your 
employment. 

g. Confidentiality Agreements – On occasion, when it becomes necessary to share confidential 
information outside New Century Health for legitimate business purposes, this information shall 
be released only after obtaining a signed nondisclosure agreement (NDA). 

Information released to these third parties must be limited to the topics directly related to the 
involved project or business relationship, and the disclosure must be approved in advance by 
New Century Health. 

In some instances, before discussions can be commenced, third parties may require that 
employees at New Century Health sign the third party’s non-disclosure agreements (NDAs). 
Third-party NDAs must be forwarded to New Century Health legal counsel for review prior to 
signing. Upon approval from legal counsel, authority to execute the NDA is VP level and above. 
Original signed NDAs must be sent to the New Century Health Compliance Department. If you are 
unsure, check with the Compliance department with questions before proceeding. 

h. Inadvertent Disclosures – All employees and professional contractors must be careful not to make 
inadvertent disclosures of New Century Health Confidential Information in either social 
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conversations or in normal business relations with New Century Health’s clients. Under 
circumstances when a New Century Health employee independent contractor comes into the 
possession of confidential information inadvertently or without a business need to know, the 
employee/professional contractor shall safeguard such information and shall not disclose this 
information within or outside New Century Health. 

i. Documents in the custody of the utilization review agent that contain confidential patient 
information or physician, or health care provider financial data shall be destroyed by a method 
which induces complete destruction of the information when the agent determines the 
information is no longer needed. TIC 4201.558  

j. All patient, physician, and health care provider data shall be maintained by the utilization review 
agent in a confidential manner which prevents unauthorized disclosure to third parties. Nothing 
in this article shall be construed to allow a utilization review agent to take actions that violate a 
state or federal statute or regulation concerning confidentiality of patient records. (TAC 19.1714 
(h)) 

k. To assure confidentiality, a utilization review agent must, when contacting a physician's office or 
hospital, provide its certification number, the caller's name, and professional qualifications to the 
provider's named utilization review representative in the health care provider's office. (TAC 
19.1713 (a) 

l. Upon request by the provider, New Century Health shall present written documentation that it is 
acting as an agent of the payor for the relevant patient. [TAC 19.173 (a)(1)] 

m. New Century Health’s procedures shall specify that specific information exchanged for the 
purpose of conducting reviews will be considered confidential, be used by the private review 
agent solely for the purposes of utilization review and shared by the utilization review agent with 
only those third parties who have authority to receive such information, such as the claim 
administrator. New Century Health shall specify that procedures are in place to assure 
confidentiality and that New Century Health agrees to abide by any federal and state laws 
governing the issue of confidentiality. Summary data which does not provide sufficient 
information to allow identification of individual patients or providers need not be considered 
confidential.[TAC 19.1713 (b) 

n. Medical records and patient specific information shall be maintained by the utilization review 
agent in a secure area with access limited to essential personnel only. [TAC 19.1713 (a)(2) 

o. Information generated and obtained by the utilization review agents in the course of utilization 
review shall be retained for at least four years. [TAC 19.1713 (a)(3) 

Notwithstanding the provisions of this policy, New Century Health shall provide to the commissioner on 
request individual medical records or other confidential information for determination of compliance with 
this subchapter. The information is confidential and privileged and is not subject to the open records law, 
Government Code, Chapter 552, or to subpoena, except to the extent necessary to enable the commissioner to 
enforce this subchapter. [TIC 4201.554 

Failure to follow this policy may result in disciplinary action, up to and including termination of your 
employment and other possible legal sanctions. 
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Attachment H: Virginia Addendum 

12VAC5-405-100. Access to and confidentiality of medical records and information. 

 
A. Private review agents who have been granted a certificate by the department shall have 
reasonable access to patient-specific medical records and information. 

 
B. The private review agent's procedures shall specify that specific information exchanged for the 
purpose of conducting review will be considered confidential, be used by the private review agent solely 
for the purposes of utilization review and shared by the private review agent with only those parties who 
have authority to receive such information, such as the claim administrator. The private review agent's 
process shall specify that procedures are in place to assure confidentiality and that the private review 
agent agrees to abide by any federal and state laws governing the issue of confidentiality. Summary data 
which does not provide sufficient information to allow identification of individual patients or providers 
need not be considered confidential. 

 
C. When consistent with subsection B of this section and federal and state statutes and regulations, 
patient-specific data gathered by the private review agent which raises questions of deficiencies in 
quality may be shared with the hospital's or other facility's Quality Assurance Committee. Prior to the 
sharing of such information, a private review agent may require the hospital or other facility to assure 
compliance with confidentiality requirements, to assure the appropriate review and follow-up within 
that hospital's or other facility's Quality Assurance Committee, and to indemnify the private review agent 
from inappropriate use of such information. 

 
D. Chapter 6 (§ 38.2-600 et seq.) of Title 38.2 and § 32.1-127.1:03 of the Code of Virginia shall apply to 
private review agents. Prior to the release of patient-specific information to a private review agent, a 
patient shall provide written consent for the release of such information. If the patient will not authorize 
the release of information or has refused to sign the release of information forms, the private review agent 
may then follow its own policy or that of the insurer regarding that refusal. 

 
E. Medical records and patient-specific information shall be maintained by the private review agent in a 
secure area with access limited to essential personnel only. 

 
F. Information generated and obtained by private review agents in the course of utilization review shall 
be retained for at least five years if the information relates to a case for which an adverse decision was 
made at any point or if the information relates to a case which may be reopened. 

 
Statutory Authority: §§ 32.1-138.7 and 32.1-138.15 of the Code of Virginia. 
 

Historical Notes: Derived from Virginia Register Volume 15, Issue 20, eff. July 21, 1999.  
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