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BACKGROUND

FOCUS Health (FH) is committed to protecting the personal health information of all members received
from client-companies (referring entities). Referring entities’ member information received for review
purposes will be protected at all times. Only summary data will be used when reporting statistics and study
results.

POLICY

It is the policy of FH to protect patient confidential information. At no time will the personal health
information of the members received from referring entities be used when reporting statistics. FH will
document disclosures and potential disclosures of PHI and immediately report to the FH Chief Compliance
Officer and/or the contact person responsible for receiving complaints to train all employees of their
workforce in procedures regarding PHI. Further, individually-identifiable health information shall be used
only for the purpose of program services. It is the responsibility of all employees, committee members and
board members to preserve the confidentiality of individually-identifiable health information.

FOCUS Policy regarding the release and/or distribution of any Client-Company member data:

FOCUS Prohibits any release of any member information, including Personal Identifiable Information (P1l)
and Protected Health Information (PHI) for any purpose with the following exceptions:

— A request from the originating client-company that provided FOCUS the originating request for review;
or

— Request by authorized US Federal or State entity by subpoena.

While FH is a virtual company, it is critical for all stakeholders to understand the importance of not verbally
discussing any FH case among any individuals other than necessary FH staff members, FH management,
the assigned FH Peer Reviewer or a client-company representative involved with the case.

Those who access PHI must consider all aspects of communication and actively protect the information.
Communication mediums include oral, written and electronic methods. Each of these methods require
special considerations when managing PHI.

All employees, committee members and board members of FH shall sign the FH confidentiality statement
regarding the preservation of confidentiality of individually-identifiable health information.

PROCEDURE

FH will use only summary data for daily, weekly/monthly reports, and quality improvement projects and
activity.

1. Internal Staff:
» Medical Director, IT Staff, and Administrative Staff are made aware of PHI and privacy rules as
part of new employee training.
+ Internal Staff will receive ongoing education on maintaining PHI privacy.
+ Auditing tools and processes will be in place to test and ensure policy/procedure is effective.
+ All employees, board members and committee members shall sign the FH confidentiality
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statement, which will be kept on file.

2. External Entities:
+ Referring entities’ Care Managers and Medical Directors will utilize the FOCUS Review
Management System to make PHI available to complete reviews.
+ According to each individual contract with the referral entities, PHI will be addressed to protect
PHI and abide by HIPAA rules for privacy and protection of patient confidential information.

3. Peer Reviewers:
* Physician Reviewers are required to sign a nondisclosure agreement that will protect PHI.
* Must be trained by FH and attest to FH Privacy Policies.

4. Records and Safeguards:
* Printing of any FH document is prohibited per the FOCUS Security Policy & Procedure.
+ Passwords for accessing the FH RMS for all users are required to be changed (see the FH
Security Policy & Procedure for details)
+ Computerized firewalls (protective filters) shall be in place and active permanently.

5. Statement on Invoices:
* Labeled as private and not for distribution purposes.

6. Updating Securities (Passwords):
* FH will prompt employees to change their computer passwords every 90 days.
* Internal and external employees are trained on locking their computers at all times if they should
need to leave a computer unattended for any period of time.

7. Firewalls are in place to protect PHI from outside sources obtaining any type of record or information
on a member of a client-company (referring entity).

8. Communication mediums such as oral, written and electronic require special attention to protect PHI
in the following manners:

a) Oral Communications
When discussing PHI utilizing telephone or person-to-person conversations, be conscious of
having a private venue to discuss PHI to avoid being overheard

b) Written Communications
By utilizing the FOCUS Review Management System, pen-and-paper writings with PHI are
now prohibited. All PHI documenting shall be consumed (read) and authored (written) within
the RMS. At no time shall any FOCUS RMS user be photographing, writing, faxing or printing
PHI.

c) Electronic Communications
At no time shall FOCUS RMS Users utilize other electronic telecommunications methods (such
as email, faxing, printing, photography, etc.) to record any PHI. All PHI must be consumed and
authored within the FOCUS RMS system.

d) HIPAA Verification Checks
When communicating with any external entity regarding PHI, FOCUS staff and FOCUS Peer
Reviewers must make every effort to validate that the person with whom they are
communicating is the intended party and that said party has the appropriate authority for such
communications as specified in the Treatment, Payment and Operations sections of HIPAA.
FOCUS has limited information with which to verify individuals, but we must make every effort
to use the information we do have to verify the identity and authority of the person with whom
we communicate.
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- END -
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